	Help for Parents
	 

	Recently, a new area of concern for the safety of America's children and teens has emerged and risen to the forefront for parents, educators, and law enforcement officials. The amazing advances widely heralded in technology and telecommunications, which afford us wonderful instructional and cultural opportunities for our kids, may also put them at risk for exploitation and harm. 
Social networking refers to a category of Internet sites which helps to connect existing friends and establish new ones. These sites, such as MySpace, FaceBook, and Xanga, offer an interactive network of photos, blogs (online journals), user profiles, groups, and E-mail. While these types of sites are generally blocked from Jackson County School District computers, students often access these sites from home. 

Key dangers to such sites include these facts: 

· Users can create any identity they wish, with these sites doing little to verify the details. Teens who believe they are connecting with other teens may not be. Students who were raised with the admonition of "not talking to strangers" may now be routinely chatting with them in an unsupervised setting. 

· Many teens share large amounts of personally identifiable information on such sites, which can put them at risk from child predators. As stated by Don Tapscott, author of Growing Up Digital: The Rise of the Net Generation, "Kids are very savvy about the technology, but I'm not sure they totally understand the implications of a billion people being able to see them doing whatever is posted." 

The purpose of this letter is to post a number of online resources in one place where parents can become better informed about potential dangers in this new arena and also learn of advisable strategies for communicating caution to our youth. 

The Internet continues to be a wonderful resource for education, and our schools instructional use of technology includes numerous safeguards, limitations, and parameters for student safety. As we have observed teens' rising interest in technology as a part of their personal lives as well, we believe that communicating to our ECMS parents with regard to potential risks and possible safeguards is a responsible step in protecting our students
	


With regard to social networking sites, the first and foremost piece of advice is open and honest parent-child communication. Parents and guardians are advised to ask if a child or teen has a profile on a social networking site such as MySpace. If so, express an interest in viewing the site – perhaps the next day, to allow some self-policing of the content. Discuss the contents, and especially check to be sure the site doesn't divulge personal contact information. Express your valid concerns for your child's safety – and let them know you plan to visit the site periodically. 

Family discussions and informal agreements about online activities are advised. This is what online social expert Howard Rheingold refers to as “the media talk.” If a more formal agreement is desired, there are a few resources in this section, which provide suggested wording. 

If there is some reason to believe a teen may not be forthcoming about a social networking site profile, steps may be taken to search for an account and to delete an underage account. (See Questions about myspace.com and what to do if you have a problem.) 
This selection of Web-based resources is provided for further information:

	CyberAngels: Parenting your online child 

	This site is a great resource for parents and includes a link to free online classes delivered via private chat room, advice on filtering software and parental controls. This site also contains great parent and teen usage agreements and advice for parents of both teens and tweens, with a particular emphasis on “MY SPACE” and the Middle School Child. 

	NetSmartz Workshop 

	The National Center for Missing and Exploited Children's Cybertipline is linked, along with additional information for parents. Also available is the NetSmartz Internet Safety Pledge for Middle & High School students, along with online acronyms. 

	Educational Cyberplayground 

	Find the tools that a parent needs to supervise and keep children and teenagers safe on the Internet. This site contains information about social networking, filtering software, blogs, chatrooms, mobile phones, podcasting, and a short list of dangerous sites. 

	National Center for Missing and Exploited Children: Help Delete Online Predators 

	This site includes a great section on How to Talk to Your Kids … about better protecting their online lives. An excellent brochure on Teen Safety on the Internet Highway is available to download in English and Spanish. An Internet Safety Quiz for Adults & Kids is linked, as well as valuable online lingo! True stories are also shared on this site. 

	The Center for Innovation in Engineering & Science Education: Internet Safety for Teachers and Students 

	This site contains a variety of links to resources for online safety and Internet safety software. Among them are Parents' Guide to the Internet , a U.S. Department of Education website, which also reinforces the Internet's instructional benefits and A Parents' Guide to the Internet , containing complete text of a book written by Parry Aftab. (After linking to this site, this is found under Site Contents Quick Guide.) 

	Cyberbullying

	This site is intended to mobilize educators, parents, students, and others to combat online social cruelty. The site is provided by the Center for Safe and Responsible Internet Use (CSRUI). It has useful links to both educators' and parents' guides to cyberbullying, with tips for prevention, detection, and intervention.. 

	How My Space works: A guide for parents 

	This MSNBC Dateline site contains a step-by-step guide to signing up and searching for profiles on MySpace. The various steps and segments of information are activated by clicking on the red bulleted headings in the left column. 

	What you don't know can hurt kids: Parents must understand online tools to protect their children 

	This article contains Internet safety tips for parents from the Wired Safety organization. MSNBC Correspondent Bob Sullivan reminds us that the real problem for kids may begin not with information coming into the computer but with information going out of the computer, what a teen writes in an e-mail, posts to a bulletin board or writes in a chat room.



	Key to protecting kids online? Talk! 

	This is an informative article with a video clip of Online Safety Tips for Parents from the CBHS News Early show, April 5, 2006. Perry Aftab, Executive Director of wiredsafety.org, speaks with Julie Chen about the steps parents need to take to protect their children from online predators. Also included is Larry Magid's podcast interview with Ernie Allen of the Center for Missing and Exploited Children, who testified before Congress and has advice for parents.

	US Department of Justice – FBI: A parent's guide to Internet safety

	This FBI website includes a general introduction for parents as well as a listing of warning signs for a child endangered online, preventative measures for keeping children and teens safe online, and general FAQs. 

	How to monitor the kids from online social perils? 

	In this report by Janet Kornblum of USA Today, Perry Aftab and others advise parents to use a balanced approach - with a recommended first step of asking to see their teen's online profile. Also advised for some parents is beginning to learn more about technology from their kids!

	A MySpace cheat sheet for parents 

	This site provides a short FAQ section, based heavily upon an interview with UC Berkeley researcher Danah Boyd, who discusses her findings from a two-year ethnographic study of the MySpace phenomenon. 

	Questions about myspace.com and what to do if you have a problem 

	This article cites two methods of closing a MySpace account belonging to an underage minor. It refers to a newly posted set of safety tips on the MySpace site. Also shared is a listing of what constitutes too much information in a profile! 


MySpace and other social networking sites have really taken off in teen popularity and have dominated the local and national news recently. As of April 2009, MySpace is the world's fourth most popular English language website and seventh most popular in the world. It has over 72.2 million registered accounts and has become a very prevalent aspect of teen culture. 

In the past, any parental concerns related to Internet use centered primarily around what was coming into the home – and how to block access to potentially offensive and inappropriate content for kids. Now, as the communication potential of the Internet surges, the larger danger seems to be too much personal information which may be going out of the home. Perry Aftab, Executive Director of wiredsafety.org has stated in a congressional hearing that the group of kids most at risk seems to be in the age range of 11-1/2 to 15, 30% boys and 70% girls. 

The websites posted here share some of the digital-age dangers for teens, as well as personal accounts shared by parents and teens. 

This selection of online resources is offered for further information:

	Why parents must mind MySpace: Posting too much information on social networking sites may be dangerous

	This January 27th NBC Dateline article includes a six-minute video clip, Your kid's cyber secret, with a great introduction to social networking sites and a summary of potential dangers, as well as steps parents can take to regain control. Presented by correspondent, Rob Stafford. 

	Kids, blogs and too much information: Children reveal more online than parents know

	This April 29th, 2005 MSNBC article includes a graph of disclosed personal information: 50% of blog authors are teens and 61% reveal contact information. A related three-minute video clip is included, Too much information. Presented by Technology Correspondent, Bob Sullivan. 

	A parent learns about My Space: The Popular Web 'Hangout' for Teens Can Be Dangerous for Young People

	This February 21st ABC News article with three related podcasts shares concerns about teens revealing too much information. Internet security expert, Robin Raskin, known as the "Internet Mom," states that kids are letting too much info "hang out" in cyberspace. Reported by Andrea Smith. 

	Teens bold blogs alarm area schools: Uninhibited online remarks full of risks officials warn 

	This January 17th Washington Post article reminds us that beyond the obvious danger of online predators, information posted online can be read by college admissions officers and future employers. Reported by Tara Bahrampour & Lori Aratani. 

	Parents discuss fears of teens' Internet use 

	Good Morning America spoke to three mothers and their daughters, ages 13, 15, and 16. These mothers now monitor their daughters' online activity, after finding inappropriate content on their websites. A six-minute video clip is included, Teens' Online Dangerous World. 

	NetSmartz Workshop 

	Real-life stories of interest are included, among them: 1) Julie's Journey, a three-minute video clip detailing the true story of Julie who left home with a convicted murderer she met online, and 2) Amy's Choice, the account of a 15-year-old girl who left home for a face-to-face meeting with a man she first met online. 

	Testing the bounds of MySpace 

	An LA Times journalist, Catherine Saillant, shares an account of testing the limits of MySpace with her 13-year-old daughter. Her story shares the results of their experiment, with monitoring, rules, where to draw the line - and at what age. 

	My Space: your kids' danger? 

	This is a February 6th article about actual cases in the news of predators meeting victims online, along with a video clip reporting The Dangers of My Space, with reporter Sandra Hughes. Despite The Center for Missing and Exploited Children reporting more than 1,200 incidents last year of adults using the Internet to entice children, authorities feel many parents aren't aware of their kids' MySpace profiles. 

	Scenes from the MySpace backlash 

	This February 27th article from Lycos Wired News, reported by Kevin Poulsen, recounts troubling incidents of adult MySpace users accused of preying on underage girls. Occasionally these teens have misrepresented their ages, as well. 



	Social networking sites go wireless: MySpace, others now accessible via cell phones, sparking parental concern

	This April 7th NBC News article, mentions that MySpace is going "mobile," which will allow cell phone access for browsing and also for the posting of images and text. A two-minute video clip is included. Reported by Janet Shamlian. 

	What should parents know about teen Web sites? 

	This ABC News article shares information about Xanga, a community of online diaries and journals. Again, the concern is that parents may not know what is being posted on such pages. A short video clip is included. Reported by Erin O'Hearn. 

	What you should know about blogging 

	This information is posted by a school district in a community where Xanga use is widespread. This outlines the benefits of blogging, the dangers of blogging, and measures parents can take. 


